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Abstract: 

Data transmission in public communication system is prone to the interception and improper manipulat ion by eavesdropper. 

Audio Steganography is the procedure of hiding the existence of secret information by zipping it into another medium such as 

audio file . This paper exp lores the innovative audio Steganography technique in a practical way in order to co nceal the preferred 

informat ion. The proposed system uses LSB (least significant b it) technique for embedding text  into an  audio file. The text  i s 

encrypted using AES (Advanced encryption standard) encryption function. The performance of this system is eva luated through a 

more secure process based on robustness, security and data hiding capacity.    

 

I. INTRODUCTION 

 

Steganography is the art and science of hid ing the fact that 

communicat ion is taking place. Using the steganography, we 

can embed a secret message inside a piece of unsuspicious 

informat ion and send it without anyone knowing of the 

existence of the secret message. Information security is 

essential for confidential data transfer. Steganography is one 

of the ways used for secure transmission of confidential 

informat ion. Hid ing information in audio is less suspicious 

than communicating an encrypted file. The main purpose of 

steganography is to convey the information secretly by 

concealing the very existence of informat ion in some other 

medium such as image, audio or video. Th is objects called 

cover object or carrier object of the steganographic method. 

The secret message can also be of types like text , picture, 

image, audio or video. These objects are called message 

object. After applicat ion of steganographic method the 

produced output file  is called stego-object.  

 

II. STEGANOGRAPHIC ALGORITHM:  

 

It can be characterized by a number of defining properties. 

Three of them, are most important for audio  steganographic 

algorithms, are introduced below: 

 

Trans parency: It evaluates the audible distortion due to 

signal modifications like message embedding or attacking. In 

order to meet fidelity constraint of the embedded informat ion, 

the perceptual distortion introduced due to embedding should 

be below the masking threshold estimated based on the 

HAS/HVS and the host media.  

 

Capacity: The Capacity of an information hid ing scheme 

refers to the amount of information that a data hiding scheme 

can successfully embed without introducing perceptual 

distortion in the marked media. 

 

Robustness: It measures the ability of embedded data or 

watermark to withstand against intentional and unintentional 

attacks. Unintentional attacks generally include common data 

manipulations such as lossy compression, digital-to-analog 

conversion, re-sampling, requantizat ion, etc. 

Steganography Mechanism:  

Steganography is the technique of hiding the message in a 

chosen carrier such that no one except the intended recipient is 

aware of its existence. Block diagram of steganography 

mechanis m is shown in Figure 1. Here a secret data is being 

embedded inside a cover image to produce the stego image. A 

key is often needed in the embedding process. The proper 

stego key is used by the sender for the embedding procedure. 

The same key is used by the recipient to extract the stego 

cover image in order to view the secret data. The stego image 

should look almost identical to the cover image.  

 

Types of Steganography:   

In modern approach, depending on the nature of cover object, 

steganography can be divided into five types:  

 

Text Steganography: Text  steganography can be achieved by 

altering the text formatting, or by altering certain 

characteristics of textual elements (e.g., characters). It includes 

line-shift coding, word-shift coding and feature coding.  

 

Image Steganography:  Images are the most popular cover 

objects used for steganography. In the domain of d igital 

images many different file formats exist and for these file  

formats different algorithms exist. These different algorithms 

used are least significant bit  insertion, Masking and filtering, 

Redundant Pattern Encoding, Encrypt and Scatter, Algorithms 

and transformations. 

 

Audio Steganography: In  audio steganography, secret 

message is Abstract In this study; we will have a survey on 

audio steganography recent researches. Steganography 

techniques are used in Multimedia data transfer. The paper 

presents Hiding Techniques that define general technique that 

can be applied  to every network steganography method to 

improve its undetectability. In this proposed method, secret 

message in form of audio file is embedded within another 

carrier audio file (.wav) .In the transmitter end the output will 

be similar to the carrier with secret message embedded inside. 

In the second level it uses a more powerful modified LSB 

(Least Significant Bit ) Method to encode the message into 

audio. It performs bit level manipulation to encode the 

message. In the third level it  uses the AES algorithm to 
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increase the audio bit size and also to improve the security. 

The quality of sound depends on the size of the audio  which 

the user selects and length of the message. This method has 

provided an effective way to achieve higher security, 

increased undetectability as compare to previous results.  

 

Video Steganography: Video  files are  generally a collection 

of images and sounds, so most of the presented techniques on 

images and audio can be applied to video files too. The great 

advantages of video are the large amount of data that can be 

hidden inside and the fact  that it is a  moving s tream of images 

and sounds.  

 

Protocol Steganography: The term protocol steganography 

refers to the technique of embedding in formation within 

messages and network control protocols used in network 

transmission. There are covert channels in the layers of the 

OSI network model where steganography can be used.  

 

Uses of Steganography:  

The three most popular and researched uses for steganography 

in an open systems environment are covert channels, 

embedded data and digital watermarking. Covert channels can 

be very useful for any secure communicat ions needs over open 

systems such as the Internet. By embedding the hidden data 

into the cover message and sending it, you can gain  a sense of 

security by the fact that no one knows you have sent more 

than a harmless message other than the intended recipients 

Dig ital watermarking is very  important in the detection and 

prosecution of software pirates/digital thieves. Steganography 

is used by some modern printers, including HP and Xerox 

brand color laser printers.  

 

III. AUDIO STEGANOGRAPHY:  

 

 Audio Steganography is the technique of hiding information 

inside an audio signal. The secret message is embedded by 

slightly altering the binary  sequence of a sound file. Existing 

audio steganography software can embed messages in WAV, 

AU, and even MP3 sound files. Embedding secret messages in 

digital sound is usually a more d ifficu lt process than 

embedding messages in other media, such as digital images. 

As data is embedded in the signal, it gets modified. This 

modification should be made imperceptible to the human ear. 

Image can also be taken as a medium but audio steganography 

is more challenging because of the characteristics of Human 

Auditory System (HAS) like large power, dynamic range of 

hearing and large range of audible frequency. All paragraphs 

must be indented.  All paragraphs must be justified, i.e. both 

left justified and right-justified.     

                                                   

IV. LEAS T SIGNIFICANT BIT (LSB) CODING: 

 

One of the earliest techniques studied in the information 

hiding of dig ital audio (as well as other media types) is Least 

Significant Bit modification coding technique. In this 

technique LSB of binary sequence of each sample of digit ized 

audio file is replaced with binary equivalent of secret mess age. 

LSB hiding is a simple and fast method for embedding 

informat ion in an audio  signal. It consists of embedding each 

bit from the message in the least significant bit of the cover 

audio in a specific way. LSB hid ing schemes provide a very 

high channel capacity for transmitting many kinds of data and 

is easy to implement and to combine with other hiding 

techniques. The length of the secret message to be encoded 

should be smaller than the total numbers of samples in a sound 

file. The LSB technique takes advantage of the HAS which 

cannot hear the slight variation of audio frequencies at the 

high frequency side of the audible spectrum. The LSB 

technique allows high embedding rate without degrading the 

quality of the audio file. Furthermore, it is relat ively effective 

and easy to implement. 

 

Advantage: 

 It is the simplest way to embed information in a digital audio 

file. It allows large amount of data to be concealed within an 

audio file, use of only  one LSB of the host audio sample g ives 

a capacity equivalent to the sampling rate which could vary 

from 8 kbps to 44.1 kbps (all samples used). This method is 

more widely used as modifications to LSBs usually not create 

audible changes to the sounds. 

 

Disadvantage: 

 It has considerably low robustness against attacks . 

 

V.ADVANCED ENCRYPTION STANDARD (AES ) :  

 

Advanced Encryption Standard (AES), is based on the 

Rijndael cipher, a symmetric 128-b it block data encryption 

technique that has been developed by Belgian cryptographers 

Joan Daemen and Vincent Rijmen [23]. The Advanced 

Encryption Standard (AES), the symmetric block cipher 

ratified as a standard by National Institute of Standards and 

Technology of the United States (NIST). Th is has been chosen 

using a process lasting from 1997 to 2000 that was marked ly 

more open and transparent than its predecessor, the aging Data 

Encryption Standard (DES) [23]. AES is based on a design 

principle known as a substitution-permutation network, 

combination o f both substitution and permutation, and is fast 

in both software and hardware. AES allows for three different 

key lengths: 128, 192, or 256 bits. Encryption consists of 10 

rounds of processing for 128-bit keys, 12 rounds for 192-b it 

keys, and 14 rounds for 256-bit keys. All these rounds are 

identical for the keys except the last round.    

 

AES Algorithm S pecification: 

For the AES algorithm, the length of the input block, the 

output block and the State is 128 bits. This is represented by 

Nb = 4, which  reflects the number of 32-bit  words (number of 

columns) in the State. An implementation of the AES 

algorithm shall support at least one of the three key lengths: 

128, 192, or 256 bits (i.e., Nk = 4, 6, or 8, respectively). 

Implementations may optionally support two or three key 

lengths, which may  promote the interoperability of algorithm 

implementations. For the AES algorithm, the length of the 

Cipher Key, K, is 128, 192 or 256 bits. The key length is 

represented by Nk = 4, 6, or 8which reflects the number of 32-

bit words (number of columns) in the Cipher Key. For the 

AES algorithm, the number o f rounds to be performed during 

the execution of the algorithm is dependent on the key size. 

The number of rounds is represented by Nr, where Nr = 10 

when Nk = 4, Nr = 12 when Nk = 6, and Nr = 14 when Nk = 

8. The only Key -Block-Round combinations that conform to 

this standard are given in Tab le 1. Bit pattern Key Length (NK 

Words) Block Size (NB Words) No Of Rounds (NR Words) 

AES- 128 4 4 10 AES- 192 6 4 12 AES- 256 8 4 14 Table 1. 

Key-Block-Round Combinations. For both its Cipher and 

Inverse Cipher,  

 

The AES algorithm uses a round function that is composed of 

four different byte oriented transformations:  

1) Byte substitution using a substitution table (S-box),  
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2) Shifting rows of the State array by different offsets, 

 3) Mixing the data within each column of the State array, and  

 4) Adding a Round Key to the State. 

 

 
Figure.1. Block diagram of AES  algorithm 

 

VI. DNA CRYPTOGRAPHY: 

 

DNA Based Cryptographic Technique Secure communication 

can be achieved by employing  strong cryptography to ensure 

confidentiality (nondisclosure of secret informat ion), integrity 

(prevention of data alterat ion), authentication (proof of 

identity), and non-repudiation (unique, non-contestable 

message origin). These goals can be accomplished through a 

combination o f symmetric-key algorithms (e.g. AES, DES, 

RC4), public-key algorithms (e.g. RSA, ECC), and 

cryptographic hash functions (e.g. MD5, SHA) [5] [23]. In the 

recent year few works on qualitative and quantitative analysis 

on DNA based Cryptography as well as many new 

Cryptographic techniques were proposed by the researchers 

[2-6] [20]. Bibhash Roy, et. al [5-9] p roposed a DNA 

sequencing based encryption and decryption process. The 

authors propose a unique cipher text  generation procedure as 

well as a new key generation procedure. But the experimental 

result shows that the encryption process requires high time 

complexity. This paper is enhanced from our previous 

proposed work [22]. This paper includes the procedures like 

public and private key generations; encryption and decryption 

for secure data communication using DNA based digital 

encoding technique in Mobile Adhoc Networks. This paper 

also shows the experimental result using Simulators and 

Emulators and proved to be far better technique as compared 

to other existing systems in  terms of energy consumption, 

Time of execution, Data Security.  

 

VII. PROPOS ED S YSTEM: 

 

The proposed system uses aes and DNA cryptography to 

ensure a secure and robust steganography technique. Here the 

video file  is separated as audio and video, the audio  file is 

taken and a data is hidden in it by using aes 128 algorithms 

and 16-byte key. DNA cryptography is used to store the cipher 

text of our data so that even if retrieved the person will not be 

able to get the data. This is then implemented to find out fake 

videos that are being leaked from the censor copies of movies. 

From the data in audio we can find the theatre that has leaked 

the movie clip. 

 

VIII. CONCLUS ION: 

 

The proposed framework for h ide messages with incurring 

minimal auditory degradation. The embedded message can be  

Recovered successfully without any errors. The proposed 

method can be employed for applications that require high 

volume robustness against certain non-malicious attacks. In 

order robustly hide large volumes of data in audio without 

causing significant perceptual degradation, hiding techniques 

must adapt to local characteristics with in an audio.   
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